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Yubico OTP  OATH-HOTP Static Password Challenge-Response About

YubiKey is inserted
Personalize your YubiKey in: Programming status:
. Slot 1 and 2 configured

=p Yubico OTP Mode . .

Firmware Version:
= OATH-HOTP Mode 4.2.8

Serial Number

Dec: ﬂ
Hex: Ij

=p Update Settings Modhes: | a

= Static Password Mode

=§ Challenge-Response Mode

Features Supported
For help and discussion, head to

Yubico OTP o

http://yubi.co/forum 2 Configurations v
OATH-HOTP o

Application Version: 3.1.24 Static Password o

Library Version: 1.17.3 Scan Code Mode L

Copyright © 2011-2016 Yubico. All Rights Reserved. Updatable o
Ndef ®

Universal 2nd Factor  +
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Yubico OTP  OATH-HOTP  Static Password | Challenge-Response About

YubiKey is inserted

Yubico OTP 7]

Allows you to program one or more YubiKeys in "Yubico OTP" Challenge-Response mode

HMAC-SHA1 e
Allows you to program one or more Yubikeys in "HMAC-SHAL" Challenge-Response mode Programming status:
Slot 1 and 2 configured

Firmware Version:

4.2.8

Serial Number

Dec: a
Hex: a
Modhex: a

Features Supported

Yubico OTP

2 Configurations
OATH-HOTP

Static Password
Scan Code Mode
Challenge-Response
Updatable
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Universal 2nd Factor

[HMAC-SHA1 I/R5>2 7)) U TIEEW . SR EBIEN R RSNE T,

Yubico OTP 7]

Allows you to program one or more Yubikeys in "Yubico OTP" Challenge-Response mode

| HMAC-SHA1L | @
Allows you to program one or more Yubikeys in "HMAC-SHA1" Challenge-Response mode
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Configuration Slot

Select the configuration slot to be programmed

( ) Configuration Slot 1 [(.) Configuration Slot 2 ] L7}

[Program Multiple YubiKeys|(CFIvIZ ANET . F1vI%Z ANDEGenerate INF> DRI
Secret Keyh'BEAEMKENET .
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Yubico OTP  OATH-HOTP  Static Password  Challenge-Response About

YubiKey is inserted

Configuration Slot

Select the configuration slot to be programmed

(O Configuration Slot 1 (® Configuration Slot 2

' Program Multiple YubiKeys l Configuration Protection (6 bytes Hex)
[] Automatically program Yubikeys when inserted YubiKey(s) unprotected - Keep it that way -
N Current Access Code Programming status:

Parameter Generation Scheme "
Use Serial Number Slot 1 and 2 configured

Randomize Secret v New Access Code Firmware Version:
Use Serial Number 4.2.8

HMAC-SHA1 Parameters Serial Number

[ Require user input (button press) 7] Dec: ]

HMAC-SHA1 Mode Variable input O Fixed 64 byte input Hesx: 0
Secret Key (20 bytes Hex) I 29 44 49 e2 b4 &7 0a 97 cb 08 c6 21 89 ed 44 ee 2e QD‘ Generate (7] Modhex: [j

Features Supported

Actions
Yubice OTP L4
Press Write Configuration button to program your Yubikey's selected configuration slot 2 Configurations »
[ ‘Write Configuration I Stop Reset Back OATH-HOTR v
Static Password o
Results Scan Code Mode o
# Status  Timestamp Challenge-Response &
Updatable o
Ndef o

Universal 2nd Factor  «

E#&IC[ Write Configuration /7> JUvIUET
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